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The problem of instrumentation network design and upgrade consists of determining
the optimal set of instruments to obtain sufficiently accurate and reliable estimates of
variables. An existing formulation of the cost optimal sensor network design and up-
grade problem (Bagajewicz, 1997) is in the form of a mathematical programming prob-
lem, but it has the disadvantage that the constraints are not stated explicitly in analytical
form, forcing therefore a special tree search solution procedure. An alternative MILP
formulation is presented, which is useful for small to medium size problems, where all

constraints are explicit.

Introduction

Instrumentation is needed in process plants to obtain data
that are essential to perform several activities: control, qual-
ity assurance, production or yield accounting and fault detec-
tion. In addition, parameter estimation like heat exchanger
fouling or column efficiencies, among others, are becoming
increasingly important, especially for new techniques such as
online optimization, where the construction of reliable com-
puter models is essential.

The problem of instrumentation network design and up-
grade consists of determining the optimal set of instruments
such that sufficiently accurate and reliable estimates of vari-
ables of interest is obtained, while, at the same time, bad
data due to possible instrument malfunction are filtered.

There are several articles and book chapters studying this
problem. Different objective functions were used (precision,
cost, reliability, and so on) and different techniques were em-
ployed (graph theory, mathematical programming, genetic al-
gorithms, and heuristic searching) to solve the problem.
Among the book chapters that one can quote are the design
of sensor networks for variable observability and precision
using graph theory in Madron (1992) and the chapter dedi-
cated to the issue in Narasimhan and Jordache’s (2000) book.
Additionally, many articles are reviewed in the book by Baga-
jewicz (2000). These articles use different objective functions:
maximum precision, minimum cost, maximum reliability, and
so on. However, there is a connection between all these mod-
els. Indeed, a special theorem due to Tuy (1987) can be used
to show that, for example, a maximum precision model con-
strained by cost is equivalent to a minimum cost problem
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constrained by precision to the extent that the solution of
one is one solution of the other (Bagajewicz and Sanchez,
1999). This idea was extended to the design of reliable sys-
tems by Bagajewicz and Sanchez (2000a) showing that the
connection between a maximum reliability problem con-
strained by cost (or the number of sensors) is equivalent to a
minimum cost (or number of sensors) problem constrained by
reliability in its various definitions. Bagajewicz (2000) dis-
cusses other extensions. We therefore concentrate on the
minimum cost model.

Bagajewicz (1997) also incorporated a few gross error ro-
bustness criteria related to the ability of the network to han-
dle the presence of gross errors (biases, leaks) effectively. Fi-
nally, upgrade issues were discussed by Bagajewicz and
Séanchez (2000b) and the role of maintenance was analyzed
by Sénchez and Bagajewicz (2000).

To solve the cost optimal design problem, Bagajewicz (1997)
introduced binary variables to define whether a sensor is
measuring a variable or not. In attempting to define a stan-
dard mathematical programming model, he showed that the
constraints were not amenable to be written explicitly in terms
of these binary variables. Thus, he used a special branch and
bound procedure, which had some tree pruning capabilities.
Recently, Chmielewski et al. (1999) offered an alternative
formulation based on linear matrix inequalities (LMI), which
is convex and allows the constraints to be written explicitly in
terms of the binary variables. Based on this alternative for-
mulation, a user can apply the standard branch and bound
search algorithm to find all globally optimal solutions.
Chmielewski (2001) also presents an extension to the dy-
namic data reconciliation case. In their model, integers are,
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however, still needed. Chmielewski (2001) presents further
results of this approach.

In this article an alternative MILP formulation of the prob-
lem is presented. Examples are given to illustrate the effec-
tiveness of the model.

Problem Statement

The cost-optimal sensor network of a system with precision
constraints is obtained solving the following optimization
problem (Bagajewicz, 1997)

Min} c; p;
i
s.t. )

S(m)<sivieM,

where p is the vector of binary variables indicating that a
sensor is located in variable i, c¢; is the cost of such a sensor,
and M, is the set of variables of interest. The precision con-
straint states that the variance of the estimates §; (obtained
through data reconciliation when appropriate) has to be
smaller or equal to certain variance threshold s} for the vari-
ables of interest (Mp). In addition, one can easily restrict the
set of streams where sensors can be located by setting the
corresponding binary variables to zero.

When all variables are measured, the variance of the esti-
mates obtained from reconciliation is given by

S=S5—8-AT(4-5-47) '4-58 ()

where A is the material balance matrix of the system, § is
the variance matrix. Therefore, §; = f,-,-. When only a subset
of all variables is measured, then an observability analysis is
needed, but Eq. 2 applies using a matrix of redundant mea-
sured variables Ay instead of A4. In such a case, other equa-
tions are then needed for the unmeasured and observable
variables (Bagajewicz, 1997). This use of different equations
for different sets of sensors (different instances of u) makes
writing explicit constraints difficult (Bagajewicz, 1997).

An extension of the model to use many instruments as can-
didates to measure a certain variable (Bagajewicz, 1997, 2000)
was also made. Let /" be the number of different alternative
candidates of measurement devices and let the cost of each
of these candidates be given by ¢;, (k=1, ..., I]"). Then, for
each variable, binary variables w,, (k=1, ..., [") are intro-
duced to determine which candidate instrument is used, that
is, u; is equal to one if device k is used to measure variable
i, and zero otherwise. The model becomes

m 1
Min ) ) Cij Mij
i=1j=1
s.t.
§i( /.L)<S;'< ViEMp (3)
I
0< ) m;<d;, VieM
j=1
wi; €{0,1} VieM,Vjel
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The last constraint guarantees that, at most, d; devices are
assigned to each variable. When d; =1, not more than one
measurement per variable is allowed, that is, only systems
with spatial redundancy and no hardware redundancy are
considered.

MILP Model

Although one will almost always want to consider hard-
ware redundancy in the formulation, we start by developing a
model with no hardware redundancy for simplicity of presen-
tation.

By introducing a change of variables, Eq. 2 can be rewrit-
ten as follows

§=8S—S-AT-P-4-§ @
P(A-S-AT)=1

When only spatial redundancy is allowed, the elements of the
Jm

diagonal of the matrix § are: S;= Y. w,;, 0,2, with $;;=0,
t=1

Vi # j. Thus, Eq. 4 becomes

I m n n
Si(p)= Z ,U«it‘Titz - Z Z Z /J“ita'i?akipkdadi
(= (=1k=1d=1
m A (5)

The set of Egs. 5 can only be used to calculate the variance
of the estimates when all variables are measured. To extend
it to systems with no measurements, we assume that a fake
sensor of very large variance and no cost is used for the loca-
tions where no sensor is installed. This was also assumed by
Chmielewski et al. (1999) and Chmielewski (2001). The valid-
ity of this substitution is proven in the Appendix.

Finally, the absence of hardware redundancy and the fact
that at least one sensor will be installed (fake or real) re-
quires replacing the last constraint in Eq. 3 by

m
i

ZMitzl

t=1

vieM (6)

Equation 5 includes the product of a binary variable and a
continuous variable (p,, ;). We now recall that z = pu is
equivalent to G(z, p, u, Q)= 0 (Glover, 1975) with

Q-p—z
G(z,p, p, Q)= zl_u)'ﬂ—(l?—z) (7N
p—z

where () is an upper bound of p. One can verify that when
=0, variable z is forced to be also equal to zero by the first
two constraints, while the rest are trivial. Conversely, when
pn=1, then z= p, which is forced by the second two con-
straints with the first two being trivial. This transformation
linearizes products of continuous and binary variables by sub-
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stituting them with a linear set of inequalities. The price of
this linearization technique is an increase in the problem size
by the addition of new continuous variables and model equa-
tions. However, the obvious advantage is that more efficient
tools are available to solve integer linear problems.

However, this transformation is valid only if p is positive.
Thus, we redefine p,; as p = Par1 — Pax2> Where both pyy
and p,., are positive. Then, the transformation z,; =
Pax Wi becomes

Zakit = Pk, Mit = Pak,2 Mit = Zakit ) — Zdkit 2
G(Zgkirs> Pak1s Birs 21) =0
G(Zakitns Pakps Mirs 22) =0

®

Finally, when Eq. 6 is used, one can reduce the number of
binary variables by writing

-1

R =1— )y Mij
j=1

©

With the introduction of the above transformations the model
is MILP.

Let n,; be the number of balance equations, n; the number
of streams in the system and n, the number of sensor op-
tions. The nonlinear model originally has (n% +1) continuous
variables, and the linearization process adds 2n,n; + Dn?
new continuous variables. Examples are presented below to
illustrate the application of this model.

Hardware Redundancy

The variance of a variable being measured by several sen-
sors can be expressed as a function of the variances of each
sensor. One alternative for hardware redundancy is to define
new sensors having a variance and cost corresponding to the
installation of these sensors. Another alternative is to de-
velop a representation specific to the use of multiple sensors.
For this purpose, the variance of a variable being measured
by several sensors can be expressed as a function of the vari-
ances of each sensor as follows (Chmielewski, 2001)

oy B (10)

which in turn can be rewritten as follows

A;
Si =7 (11)
Z MitYie
t=1
where
o
/\_1_[0-11" Yie = 1_.[10-2’
T
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One can easily verify that Eq. 11 reduces to

m
I

= Z :‘-"z’zo-ir2

t=1

when only one sensor is allowed. Substituting §;; from Egs.
11 in Eq. 5, one obtains

n n 2

: A1i Prea@ai\i

i kiFkd“di’ti
S — *
[ Z Z o <S;

l
k
Z MitYis Z

t=1

Z Mij K YiiYie
) (12)
DinGnilj Ay

m
D> ——— =9

h=1k=1
Z:U“kt')’kz
t=1

The equations above are nonlinear. In order to linearize them,
we create new variables B;,,, p; and 6;,, defined as follows

lWl
Bink Z Mgt Yier =
t=1
oo
Oika Z Z Mij ieYijYie = Pka
j=1t=1
m
Pi Z MirYie =1
=1

Pin

(13)

Introducing these new variables, the set of equations in Eq.
12 becomes

n n
2 %
PiNi— X D g A0 < S
k=1d=1

no m (14)
Z Z Al Ay Bink = O
h=1k=1

The equations are still nonlinear, but with the nonlinearities
now consisting of products of one continuous variable and
one or two binary variables. To linearize the product B;,; ts,»
we define X, = Bink Mi,- The product B, ., i replaced
by the following linear system

Xinke = Binka Pkt — Bink,2 Mgt = X
G(Xinke1s Bink1s Moaees 1) =0
G(Xinke2s Bink2s Mar»22) =0

inke, 1 — Xinke,2

(15)

Likewise, we define y;, = p; u;,, which, since p; is always pos-
itive, can be replaced by the system of inequalities G(y;,, p;,
Wi 2:) =0, where E; is an upper bound for p,. The last term
to linearize is 6,4 p;; m;,- We first make the following defini-
tions

Zikaje = Oika Qije
Qi = Myj Ky

(16)
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Since 6, can be either positive or negative, then the follow-
ing holds

Zikaje = Oika 1 Qije = Oika 2 Qijt = Zikajig — Zikdjt,2
G(Zikdjt,l’ Oika 1> Xjes A1) >0

G(Zikdjt,2> Oika2s ije> Ay)=0

an

Finally, the product «;;, = u;; u;, can be replaced by H(«
K> M) = 0 (Glover, 1975), where

ijt>

Mip — Qjjy
(1_ Mit)_( Mij— aijt)
H(a...uw )= 18
(al]l’ Mg s Iu’lj) N’ij _ aijt ( )
o

ijt

Clearly, when w;; =0, the last two equations set a,;, =0 and
the first two are satisfied. When p;; =1 and p;, =0, the first
two equations set a;;, =0 and the other two are satisfied.
Finally, when ;=1 and w;, =1, the first two equations set
@;;, = 0 and the other two are satisfied. Finally, when p;; =1
and u; =1, the first two equations set «;;, =1. This lin-
earization technique also increases the size of the model by
adding new continuous variables and model equations; never-
theless, it allows the problem to be linear, which in almost all
situations is a more desirable quality than having fewer con-
tinuous variables.

At last, when all terms are linearized and the substitutions
explained above are made, this extension of the original model
becomes MILP. Finally, we need to add

im

1<) we<d;
t=1

o1

) Mig =1 = pyym =0
r=1

(19)

In this case of hardware redundancy, the nonlinear model
has the same number of continuous variables as the model
for no hardware redundancy. Nevertheless, the linearization
process adds Qnin,(n; +2)+ ngl+ ny)+2n7 + (1 +
ny)*(14+2n3)]) new continuous variables (np is the number
of key variables for precision).

Numerical Aspects and Scaling

The use of sensors with large variance to model nonmea-
sured variables has numerical problems. Indeed, the use of
such large numbers makes some elements of the matrix AS4”
very large, making it almost singular. Thus, scaling is re-
quired to deal with the inverse matrix numerically. We chose
to scale the matrix A4 by dividing all its elements by a large
number. Indeed, defining B = 4/®, where ® is large scalar
and substituting on Eq. 2, one obtains

§=S—S-®BT(PB-S-OBT) '®BT-S
~S$=S—S-B'(B-S-B") 'BT-S (20)
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Figure 1. Example 1.

Thus, matrix P (inverse of 4SAT) becomes P =(BSBT) ! =
®2(A4847)L. From Eq. 20, it follows that the rest of the
model is not affected by this scaling. The model was imple-
mented in GAMS and solved using CPLEX.

Besides the scaling, one has to choose a value for the vari-
ance of the nonmeasured variables to be large enough for the
model to account for it as being infinite, while not making
the matrix ASA” singular. Values of the order of 10° are
large enough for almost all design problems; and the ele-
ments of the matrix P are manageable when using the scal-
ing approach explained above.

The upper bounds (Q) used for the linearization of Eqgs. 7
also need to be carefully chosen. Because the elements of the
matrix P can take a wide range of values, these bounds could
be very different for each element of the matrix. In this work,
the maximum value for p;;, Vi,j was obtained by a straight-
forward iterative process performed on MS Excel. A more
accurate approach would be having an upper bound for each
element of the matrix P.

Example 1

Consider the process flow diagram of Figure 1 taken from
Bagajewicz (1997).

The flow rates for the different streams (S, S,, S5 and S,)
are given by F =(151.1,52.3,97.8,97.8). Flowmeters of preci-
sion 3%, 2% and 1% are available at costs 800, 1,500 and
2,500, respectively, regardless of size. Precision is only re-
quired for variables F, and F, with o/ =1.5% and o,* =
2.0%. No hardware redundancy is allowed. The results are
the same as those obtained by Bagajewicz (1997) and are
shown in Table 1. To get the alternative optimal solution,
one optimal solution was forbidden. CPLEX explored 13
nodes of a total of 212 possible and performed a total of 109
LP iterations to find each solution. The execution time on a
Pentium IIT PC, 1.2 GHz, 1 Gb RAM is less than 1 s.

In this first example the nonlinear model has five continuous
variables, while the linearized problem has 105 continuous
variables.

Table 1. Results of Example 1

F, F, F; F, Cost $
Sol. A — 2% 2% — 3,000
Sol. B — 2% — 2% 3,000
Vol. 48, No. 10 AIChE Journal



Figure 2. Example 2 (taken from Madron and Veverka, 1992).

Example 2: retrofit problem

The network of Figure 2 was proposed by Madron and
Veverka (1992). It contains eleven nodes and 24 streams, nine
of which are unmeasured (streams S, through S,) and 15
streams are already measured (S, through S,,). The candi-
dates to be measured are streams §; through S,.

Originally, the problem requested selecting what measure-
ments should be added to make streams §; through S5 ob-
servable. Meyer et al. (1994) added the costs of Table 2 and
the flow rates of Table 3 were considered. It is assumed that
all the candidate and existing sensors have a precision of
2.5%.

Madron and Veverka as well as Meyer et al. (1994) found
the solution to be x,, ={F,, F,, Fg} with a total cost of C; =
35. By using the MILP model proposed in this article, the
same solution was found. CPLEX explored 12 nodes out of a
total of 2° and performed 2,927 LP iterations before finding
the optimal solution. The execution time on a Pentium III
PC, 1.2 GHz, 1 Gb RAM is 8 s.

The nonlinear model has 122 continuous variables, and the
linearization process adds 5,929 new continuous variables.
However, the solving time does not increase in the same pro-
portion.

Example 3: effect of hardware redundancy

Consider the network of Example 1 with the same flow
rates and precision constraints. If hardware redundancy of
order two is allowed, the optimal solutions are the same as
those shown in Table 1. If the costs of the sensors of 3%
precision are modified to be 700, instead of 800, four differ-
ent optimal solutions exist, two with hardware redundancy
and two without it (see Table 4).

Although all four options are equivalent from the point of
view of cost, it is more desirable to choose one of the solu-
tions with hardware redundancy because it will generate a

work with hardware redundancy would still have a better level
of precision than a network without hardware redundancy.
CPLEX explored 108 nodes out of a total of 2?° and per-
formed 10,545 LP iterations before finding the optimal solu-
tion. The original nonlinear model has five continuous vari-
ables (as in example 1), and the linearization process adds
1,188 new ones. The execution time on a Pentium III PC, 1.2
GHz, 1 Gb RAM is 5 s.

Example 4: hardware redundancy in retrofit problem

Consider again the flowsheet in Figure 2 with the same
flow rates and costs as in example 2. Precision is required to
be at least of 2% for the flow rates of streams 1-5, and as
much as two devices can be measuring a single variable (d; =
2). The optimal solution has a total cost of Cj =168 with
devices located in all streams and an additional device lo-
cated in streams S,, S, and Ss. The execution time on a Pen-
tium III PC, 1.2 GHz, 1 Gb RAM is 17 min. CPLEX ex-
plored 92 nodes out of a total of 27 and performed 77,801
LP iterations before finding the optimal solution. In this case,
the linearization process adds 35,397 continuous variables to
the original 122. Clearly, the limitations of this approach for
large systems are starting to show.

Residual Precision

In many cases, measurements contain biases and, there-
fore, they are eliminated. Once a redundant measurement is
found to have a bias and is eliminated, the overall degree of
redundancy is lowered and the precision of all variables de-
creases. It is desired that the precision of certain key vari-
ables remain above the specified threshold upon any deletion
of gross errors. The residual precision is defined as the ability

Table 3. Flow Rates for Example 2

more robust sensor network. For instance, if one of the sen- Stream  Flow  Stream  Flow  Stream  Flow

sors is found to have a gross error and is eliminated, a net- S, 140 So 10 Si7 5

s, 20 S1o 100 Sis 135

S, 130 Sy 80 S0 45

. 40 Sis 40 o 30

Table 2. Cost of Flowmeters (Meyer et al., 1994) Ss 10 Sis 10 Sy 80

S, 45 Sis 10 Sy 10

Stream F, F, F;, F F F F;, F F S, 15 s 90 S5s 5

Cost 19 17 13 12 25 10 7 6 5 Sy 10 16 100 Sa4 45
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Table 4. Results of Example No. 3

F, F, F, F, Cost §
Sol. A 3% 3% 2% — 2,900
Sol. B 3% 3% — 2% 2,900
Sol. C — 3%,3% 2% — 2,900
Sol. D — 3%,3% — 2% 2,900

of the network to guarantee a certain level of precision in key
selected variables when gross errors are detected and the
measurements are eliminated (Bagajewicz, 1997). If the
residual precision requested is equal to the precision *(k)
= g;*, the constraint on precision can be dropped, as the
former contains the latter.

We now proceed to develop linear constraints. Consider a
fixed set of measurements, that is, fixed w. Assume now that
there are r different combinations of arranging k deletions
of measurements. Let ¢” be a binary vector of the same di-
mension as the number of variables (7). An element of ¢" is
defined as equal to one if variable i is eliminated and equal
to zero otherwise. If k=1, then there are n such vectors,
and, in general, there are as many as combinations of k ele-
ments taken from a pool of n elements. The superscript r
refers to each one of those combinations. The vectors ¢” are
therefore parameters of the model and have to satisfy the
following equations

ti=k

1

M:

€2))

1

i

This condition indicates that only k elements of ¢” are
nonzero, something that is obtained by construction. We now
proceed to provide a way of calculating ,(k). Consider now
a new binary matrix ¢” constructed by eliminating from w all
measurements contained in ¢’, that is

:u’ij_tir if Mij=1
Mij if ;=0
Mgy if j=1"

q;; = (22)

which in the absence of hardware redundancy can be rewrit-
ten as follows

qi; = (1=t]) Vj#1"
-1

Qirl,'"=1_ Z ‘Zir,'
=1

(23)

When ¢/ =0, then gq;; = p;;. When ¢/ =1 and p,; =1 for some
j# I, then q;; =0, Vj+[" and g = 1, which is what is de-
sired. Finally, when ¢/ =1 and pj; =1, g/;» =1. In this last
case, the combination ¢” eliminates strictly less than k& mea-
surements and it does not affect results because it has lower
(better) residual precision than the threshold. Indeed, the
more measurements are eliminated, the worse the residual
precision would be. Therefore, when k measurements are
deleted, the new measurement vector is ¢q’, and, therefore, a
new precision for each variable o;/(¢") is obtained. To guar-
antee this residual precision, the largest value for all possible
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values of ¢" needs to be picked. Therefore

(k) = Max {7 (")} < 07" (k) @

Equation 24 can be rewritten as follows

o/(q") <y (k) Vr (25)

Finally, 0,(q) is calculated using equations of the same type
as Eq. 5 or Eq. 14. The constraints on residual precision ex-
plained above add |(2n;n; + Dn?](1+ ng) new continuous
variables after linearization (ng is the maximum number of
measurement elimination combinations based on the degree
of residual precision k).

In the case of hardware redundancy, we define a binary
matrix T with as many rows as the number of variables (m)
and as many columns as the number of sensor candidates for
each variable. The matrix now has to satisfy

(26)

which states that the k sensors that are eliminated from con-
sideration could include more than one sensor per variable.
Other more restrictive constraints requesting, for example,
that the sensors eliminated should correspond to different
variables, can be imposed.

The new binary vector ¢” is obtained as follows

qirj=/~1“ij(1_Ti;') v+l (27)
whereas g is defined as follows
-1
Y qidip =0
=1 (28)

m—1

X ah=(1-qm)

t=1

-1
This last system of equations assures that when Y. g, =0,

=1
-1

then gj;» =1, but when Y. g, =1, then gip» = 0. Indeed,

r=1
when ¢q/,=0 V¢=1, ..., (I” —1), then the first equation is
trivially satisfied and the second forces g¢/» =1. When
-1 "1 '
Y g; =1, then the term ), ;g 1s forced to be zero by
t=1 t=1
the first equation. In other words, g;» = 0. Equation 28 can

be expressed linearly by

m—1
Z m;=0

t=1

m—1

Y ai=(1-qjp)

t=1

(29
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For the case of hardware redundancy allowed, residual preci-
sion alone adds a total of n,npng—+nzx2nn,(ny+2)+
ngl(ny +2)+2n% +(1+ n,)*(1+2n3))) new continuous vari-
ables.

Example 5: effect of residual precision

In example 1, it was found that two configurations with a
cost of C,=3,000 satisfy the precision requirements. Now
consider two residual precision constraints of order one (k =
1) as follows: ¢ =2% and ;* =3%. In this case, the opti-
mal solution is x,, ={2%, 3%, 3%, 3%}, C; = 3,900. CPLEX
explored 71 nodes out of a total of 2'?, and performed 8,325
LP iterations before finding the optimal solution. The execu-
tion time on a Pentium III PC, 1.2 GHz, 1 Gb RAM was 15 s.
If the residual precision is now required to be the same as
the precision constraints, two different solutions with cost C.
=5,500 are found: x,,={1%, 2%, 2%, —} and x,, ={1%,
2%, ——, 2%}. In this last case, CPLEX explored 88 nodes out
of a total of 2'2, and performed 11,961 LP iterations in 6 s on
the same PC. The nonlinear model has 69 continuous vari-
ables, and the linearization process adds 500 new ones.

Example 6: effect of residual precision in retrofit problems

Consider example 2 with the same parameters and require-
ments. It was found the solution to be x,, ={F,, F,, Fg} with
a total cost of C, = 35. Requesting the flow of streams §; to
S5 to be observable, with residual precision of order one and
threshold of 30% (y* <30%, i =1, ..., 5), then the optimal
solution is x,, ={F,, F,, F,, F5, Fg} with a total cost of C; =
79. Notice that the requirement of 30% is somewhat equiva-
lent to have them being observable. CPLEX explored 8 nodes
of a total of 2° possible and performed 27,279 LP iterations.
The execution time on a Pentium III PC, 1.2 GHz, 1 Gb
RAM is approximately 8 min. In this case, 148,225 continu-
ous variables are added in the linearization process to the
3,602 of the original nonlinear problem. Although the size of
this problem is much larger than that of example 4, the exe-
cution time is less than half.

Example 7: effect of residual precision with hardware
redundancy

For the flowsheet of Figure 1, consider flowmeters of pre-
cision 3% and 2% at costs of 700 and 1,500, respectively.
Precision is only required for variables F, and F, with o =
1.5% and o,* =2.0%. Hardware redundancy of second de-
gree is allowed (d; = 2). Residual precision constraints of or-
der one (k =1) are as follows: * =2% and ¢;* =3%. The
optimal solution has a total cost C; = 3,500, and consists of
locating one sensor of 3% precision in S;, two sensors of 3%
precision in S, and S,, and no sensors in S;. CPLEX ex-
plored 3 nodes of a total of 22° possible and performed 27,279
LP iterations. The execution time on a Pentium III PC, 1.2
GHz, 1 Gb RAM is approximately 5 min. There are 389 con-
tinuous variables in the nonlinear model and 12,164 are added
in the linearization process.

Error Detectability

The ability of the network to detect k gross errors of a
certain adimensional size k, or larger is called error de-
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tectability of order k& (Bagajewicz, 1997). One can choose a
threshold size of gross error for each variable §* and request
those errors larger than this threshold to be detected by the
network with a certain statistical confidence level. Let r be
the vector of residuals of the system of equation. When the
measurements follow a normal distribution with no gross er-
rors, then the statistics (A4 ;SzA4%) ™ 'r follow a central chi-
square distribution with m degrees of freedom. However, in
the presence of gross errors, it follows a noncentral chi-square
distribution x2(w), where o is the noncentrality parameter.
When one gross error is present, w is related to the gross
error §; by the following expression (Madron, 1992)

(sii — 8 2
o—— (30)

Sii

which is valid when no hardware redundancy is allowed. Con-
centrating on the error detectability of order k=1, if one
chooses one common dimensionless threshold value of gross
error for all variables k= §*/0;, the error detectability cri-
terion for variable i becomes

12
(s:1)
2 < Kp

o————— (31)
(85— 5i1)
Mathematical expressions capable of assessing the error de-
tectability of larger order have not been developed yet. Since
I

no hardware redundancy is allowed s;,= Y, w; 0> and Eq.

r=1
31 is expanded as follows

m
li

(w2 — Klz)) Z ,u,i_,-o',-_,z- + k35,<0
j=1

(32)

This last equation can only be applied to measured vari-
ables. The following equation is trivial for unmeasured vari-
ables

-1 -1

I
(0®—«p) ) Wi 03+ KpS; ) mi; <0
j=1 j=1

(33)

By adding an auxiliary variable v;; = p;;§;, Eq. 33 can be
converted into the following set of equations

m-1 m—1

(0®—xp) > ;037 + Kp )y ;<0
j=1 j=1

(34)
G(vl-j, S, i @) >0

where © > (§;),,..- The value of the noncentrality parameter
w is usually related to the level of confidence ¢ as follows:
when ¢ increases, the noncentrality parameter decreases.
This implies that higher gross errors will be predicted when
the probabilities of finding them are larger.

The linearization of the constraints on error detectability
adds only (ngny) continuous variables to the model (ny is

2277



the subset of variables for which error detectability is re-
quired). When hardware redundancy is allowed, then Eq. 33
becomes

A
2 2 i"li 2 A
(w —KD)”,,—‘FKDSiT]iSO

X:Mﬁ%t

t=1

(3%

where 7, was introduced in order for the constraint to be
trivially satisfied for unmeasured variables. Variable ; is de-
fined as follows

m -1

-1
Z iy =M Z M

t=1 t=1

1 (36)
Y Bz
r=1
m20
Substituting p, from Eq. 14 in Eq. 35, one obtains
(@® = Kkp)A; pmy + kjSm; <0 (37)

Finally, the product mu,;, in Eq. 36, and the products p;n;
and $§;m; in Eq. 37 are linearized by using the Glover (1975)
equations. When hardware redundancy is allowed, error de-
tectability constraints add n(ny +4) continuous variables.

Example 8: effect of error detectability

Consider adding error detectability constraints for all mea-
surements of example 1 with k;, =4.0 and ¢ =50%. Out of
only four feasible solutions, the global optimum in this case is
x,,=1%, 3%, 2%, 2%}, with a total cost of C; =6,300.
CPLEX explored 45 nodes out of 22 possible and performed
1,989 LP iterations. The execution time on a Pentium III PC,
1.2 GHz, 1 G RAM is less than 1 s. For this particular exam-
ple, the lowest value possible for «,, is 3.386, that is, no feasi-
ble solution can be found for a lower value for k. A total of
112 new continuous variables were added to the original five
of the nonlinear formulation.

Example 9: effect of error detectability in retrofit problems

Consider example 2 with the same parameters and require-
ments. When error detectability for streams S, and S5 (the
larger flow rates) is required with «, =3.9 and ¢ = 50%, the
optimal solution is x,, ={F,, F,, F;, F,, F;, Fg} with a total
cost of C; =92. CPLEX explored only one node out of 2°
possible and performed 459 iterations. The execution time on
a Pentium III PC, 1.2 GHz, 1 Gb RAM is 8 s. This short
execution time is because there are very few feasible solu-
tions to the problem. The nonlinear model has 122 continu-
ous variables, and the linearization process adds 5,931 new
ones.

Example 10: error detectability with hardware redundancy

Consider again the flowsheet of Figure 2 with the same
flow rates and costs as in example 2. As in example 3, preci-
sion is required to be at least of 2% for the flow rates of
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streams 1-5, and as many as two devices can be measuring a
single variable (d; =2). Error detectability is requested for
streams §; and S5 (the larger flow rates) with x, =4 and
¢ =50%. The optimal solution has a total cost of C; =168
with devices located in all streams and an additional device
located in streams S,, S, and Ss. The execution time on a
Pentium III PC, 1.2 GHz, 1 Gb RAM is 4 min. CPLEX ex-
plored 47 nodes out of a total of 22 and performed 77,801
LP iterations. The nonlinear model has 124 continuous vari-
ables, and the linearization process adds 35,407 new ones; of
which only 12 come from the error detectability constraints.
The optimal solution is the same as that of example 4, be-
cause the constraints on precision are stricter than the ones
on error detectability. The execution time, nevertheless, de-
creases considerably in comparsion to example 4. This is due
to the small number of feasible solutions of the problem.

Error Resilience

When a gross error of a certain magnitude in any variable
occurs and is not detected, a smearing of this corrupted data
takes place when reconciliation is performed. The ability of
the network to limit the smearing effect of k undetected gross
errors of a certain adimensional size x; or lower is called
gross error resiliency or order k (Bagajewicz, 1997). Let m”
be a vector indicating one of the many possible positions of k
gross errors, that is, m; =1 indicates a gross error is present
in variable F. Let M; be the set containing all such vectors.
Thus, for example, when k=1, then M;={e,, e,, ..., ¢,,}.
When k=2, the My={e, e;, ..., €, e,+e,, e, +es, ...,
e te,, e,te, ea+ey, ..., ea+e,, ..., e,_;—e,}and so
on, much in the same fashion as in residual precision. Let 8"
be the vector of gross errors corresponding to m’. Then, 6"

is given by

8/ = kgoym; (38)

For convenience, we introduce the following notation: m”

= Z e; where 7, ={j/m}=1}. Thus, for example, if m"=
jem,

e, + e5, then 7, ={2,3}. With this notation &" is now given by

8 =kp Y, oye (39)

ke,

Let AF” be the change of the reconciled value of the vector
of flows F when a set of gross errors 6" of adimensional size
Kk are present in the network. Thus, (Bagajewicz, 1997)

AF"=—SAT(4SAT) ' 48" = H&" (40)
where the matrix H = — SAT(AS4T) ™! A4 is introduced. Then,
the impact of the gross error vector on each element of the
estimation vector is given by the rows of the matrix H, namely
AFr=h" 8", where h' = eTH is the ith row of H. Then, if a
desired level of resiliency is fixed for variable F; by request-
ing AF, to be lower than a certain threshold R¥, the re-
silience criterion becomes

eiTH Z Op€

kem,

Max|AF/| = Max kg <R¥ Yie M, (41)
vr vr
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where M is the subset of M for which error resilience is
required. The resilience criterion changes depending on the
definition adopted for &8z. For example, Chmielewski (2001)
showed that if a normalized 2-norm is chosen for &, then
the resilience constraint would have a similar effect as
bounding the error covariance.

Expression 41 is nonlinear, both because the absolute value
space and Max operators are nonlinear and also because of
matrix H, which is constructed using an inverse. Using the
auxiliary matrix P (inverse of matrix ASA”), for which defin-
ing equations have been introduced before, the following sys-
tem of equations results

|AF/| < R}
-1
AF =~ kg Z Z I{ij/-thU}‘t

jem, t=1

Vie My, VreM; (42)

Expanding H;; one obtains the following expression

AF}

m—1

i n n
=—Kkg X X X X Z/J“jta}'to-ipl"l’ipadipdkakj (43)

jem t=1 p=1d=1k=1

Therefore, one can substitute Eq. 41 by the following set of
equations

* .
R:»k > —AF/ 44

The linearization of the constraints on error resilience adds
[n;n3ng(n? +1)] continuous variables to the model. When
hardware redundancy is used, then we define a matrix A"
containing as many rows as variables and as many columns as
sensor candidates. This matrix is given by

roo__
Aij_ KR Z
(ky,ky) €I,

i, Ok ( Erk,) i (46)

where II, is the set of matrix positions coordinates that say
which matrices E, , contribute to A". The matrix E, , also
contains as many rows as variables and as many columns as
sensor candidates; and has only one element equal one and
the rest equal zero. It is defined as follows

E; ., = {(Eklkz)ij =1/ky =ik, =j}

Yk, =1, ...,m;Vky=1, ..., 1" =1 (47)

Assuming that gross errors will be referred to no more than a
single measurement or device per variable, the vectors of gross
errors 8" can be expressed as follows

m-1 m—1

o/ = Z Arz‘j=KR Z Z

j=1 j=1 Gk kyell,

Mklkzo-klkz( Eklkz)ij (48)

Thus, when hardware redundancy is allowed, the resilience
constraints are as follows

Aki%ah Ok ky Pkd Mk,kz( Ek,kz) hj)‘i

1j=1 (k, kyell,

R¥ = AF/
R¥ > — AF/

1

In order to eliminate all the nonlinearities, the products
Mo MipPai are substituted by systems of linear inequalities by
using the Glover (1975) transformation. Thus, we let x;,,
= YitipPar a0d Y, = W, My, Which can be expressed linearly
by writing

Xitipak = Pak1Yjtip = Pak2Yjtip = Xjtipak,1 — Xjtipdk 2
G(xjtipdk,l’ Pak > Yjiip» Al) >0

G(xjtipdk,27 Pak2> Yiiip» Az) >0

H(yjtip’ Mirs Mip) >0

(45)

-1

i

n n m
AF/=—kp ) 2 X )y
k=1d=1h=

1 j=1 (k.ky,)ell,
R¥ > AF!
R¥ > — AF/
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mn
li

Z MitYie

t=1

Vi€ Mg, r € M; (49)

To linearize this last equation, the variable 7,4 4, is intro-
duced. That new variable is defined as follows

m-1

Tikdk,k, Z MitYie = Prd Pk k, (50)
t=1

The products 7,4 «, Hi and pyy py i, are replaced by linear
systems of inequalities as in later sections of this article. Fi-
nally, the resilience constraint can be written in this way

Ayilap Uk,kz( Ek,kz) h_,')‘iTikdk1k2

Vie My, re M, (51)
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When hardware redundancy is allowed, error resilience con-
straints add nn?n,;n,(n;+1) continuous variables.

Example 11: effect of error resilience

Assume that for example 1, error detectability is requested
at a level of 4.0 times the standard deviation of the measure-
ment for all measurements (x,=3.9, ¢=>50%), and re-
silience is requested at a level of 3 times the standard devia-
tion for all measurements (k= 3). In this case, the optimal
solution is x,, = {1%, 3%, 2%, 2%}, with a total cost of C; =
6,300. CPLEX explored 72 out of 2! possible nodes and per-
formed 11,619 LP iterations. The execution time on a Pen-
tium III PC, 1.2 GHz, 1 Gb RAM is 12 s. A total of 1,408
new continuous variables were added to the original five of
the nonlinear formulation. Of the new variables, 1,296 come
from the error resilience constraints.

Example 12: effect of error resilience in retrofit problem

Consider the network of Figure 2. This last example in-
cludes all the constraints explained in the paper (precision,
residual precision, error detectability and error resilience).
Precision and residual precision are required as on example
6, o =1.5%, 0,* =2.0% and ¢* <100%, i=1, ..., 5; error
detectability is required for streams one and three, larger flow
rates, with «,=5.0 (¢ =50%), and error resilience is re-
quested at a level of 3 times the standard deviation for streams
one and three (S, and S;). The optimal solution is x,, ={F,,
F,, F;, F,, F5} with a total cost of C; =86. CPLEX explored
10 out of 2° possible nodes and performed 38,557 LP itera-
tions. The execution time on a Pentium III PC, 1.2 GHz, 1
Gb RAM is about 15 min. In this case, the size of the prob-
lem is one of the main reasons for the long execution time.
Indeed, the number of new continuous variables added for
linearization is 159,891, compared to the 3,602 original vari-
ables from the nonlinear problem. Residual precision con-
straints alone add 145,776 continuous variables, while error
resilience constraints add 11,664. It is quite clear that larger
problems will start reaching the limits of existing solvers.

Example 13: effect of error resilience with hardware
redundancy

Consider example 10 but now adding error resilience con-
straints. As in example 12, error resilience is requested at a
level of 3 times the standard deviation for streams one and
three (S, and S;). In this case, the optimal solution has a
total cost of C, = 200 with devices located in all streams and
an additional device located in streams S, through Ss. The
execution time on a Pentium III PC, 1.2 GHz, 1 Gb RAM is
slightly more than 2 h. CPLEX explored 270 nodes out of a
total of 2%’ and performed 1,004,488 LP iterations. Re-
silience constraints add 69,696 new continuous varibles to
make a total of 105,103 variables added in the linearization
process. The amount of equations involved in the optimiza-
tion problem is one of the main reasons for the increase on
the execution time. However, example 12 is larger than this
one and its execution time is much shorter.

Conclusions

The MILP formulation presented in this article provides a
useful tool to design and upgrade instrumentation networks.
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The first contribution of this work is the development of a
model whose solution procedure does not depend on the par-
ticular configuration of the network. In addition, the model is
easily implemented and works quite well for the design of
small and medium size networks and for the upgrade of rela-
tively large networks. Since all alternative models share the
same limitations, the challenge remains for solving large size
problems efficiently.
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Notation

a;; =clements of matrix A
A =incidence matrix
Ay =incidence matrix for redundant systems
c¢;; =cost of sensor j for stream i
Cr =total cost of the network
d; =degree of hardware redundancy
E =number of streams for which error detectability is required
e; =unit vector with (e;); =1 and (e;); =0 Vj # i
E;; =unit matrix with (E;));; =1 and (E;)),,, = 0 Y(,,m) # (i)
F; =flow rate of stream i
I =unit matrix
/" =number of candidates for sensor devices
M =set of all variables
M, =subset of M for which precision or residual precision is re-
quired
M, =subset of M for which error resilience is required
ng =number of streams for which precision is required
np =number of variables for which error detectability is required
n; =number of balance equations
n; =number of streams in the system
ng =maximum number of measurement elimination combinations
for residual precision
ny =number of sensor options
P =inverse of matrix ASA”
p;; =clements of matrix P
s;; =variance of variable i before data reconciliation
§ =variance of estimates from data reconciliation
§ =variance of estimates obtained from generalized Eq. 2
s¥ =threshold for the variance of variable i
S =variance matrix
S =variance of reconciled values
S =variance of redundant measured variables
S, =variance of observable “unmeasured” variables
S, =stream i
ti"j =binary variable indicating whether a measurement j is elimi-
nated (1) or not (0) in variable i
T,-gf =extension of t,~kf for the case when hardware redundancy is
allowed
X, =measurements vector

Greek letters

0y j =Kroenecker function
6; =value for the size of gross error in variable i
kp =adimensional threshold value for the error detectability
w;; =binary variable stating whether a sensor j is located (1) or not
(0) in variable i
o0;; =standard deviation of sensor j for variable i
¢ =probability of the existence of an unidentified gross error
¥ =threshold for the residual precision of variable i
i; =residual precision of variable i
w =noncentrality parameter
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Appendix

In this section, we present mathematical proof of the claim
that the equation of variance of the reconciled variables can
be applied as the expression of variance for all the variables
(regardless of their observability classification) when the
standard deviation of the unmeasured variables is assumed to
tend to infinity.

Claim

The variance of all variables, independently of their ob-
servability classification, can be expressed uniquely through
the expression S =8 — §-A7(A4-5-47)"! A-S when the in-
strument variance of the unmeasured variables tends to infin-
ity. That is

A ? . ~
S= lim S=
SUM‘)OC

lim
Sum =

(S—5-47(4-5-47)"'4-5) (A1)

Proof

There are four different types of variables: measured re-
dundant variables, measured nonredundant variables, un-
measured observable variables and unmeasured unobserv-
able variables. Each one of the these cases will be treated
separately.

Redundant Variables. Consider the following mass balance
matrix for a system with observable and redundant variables
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only (without loss of generality, the canonical form is used)

I 4, S, 0 "
“lo 4,750 s, (A42)
Pl

Let (4-S-AT"'=pP= *|. Therefore, matrix S be-
P, P,

comes: S=S—S-A"-P-4-8. "_Fhen, including the matrices
A and S in the expression for S, we obtain

So=S,— SoP,S,

Se=Sg—SgAl(P A +P,AR)Sp—Sp A (P A, + P, Ag) Sy
(A3)

Now expressions for P,, P,, P; and P, in terms of the ele-

ments of the matrices 4 and § are needed. Consider the
Householder formula

If
_|P Q
A_‘R S
Then
at=| E _fEF (A4)
—GE S '+ GEF
where
F=0s"!
G=S"'R (A5)
E=(P-0G)"'
Therefore
P, P,| |S,+4,85.47 A,S AL|
_ 1 2 _ o 1 RT 1 1¥R I; (A6)
Py P, ApSp Al ApS, A%

Applying the Householder formula we can obtain expres-
sions for the elements of the matrix P
F=(A4,5.A%)(AgSe k)"
-1
G=(AxSgAY) (AgSgAT)
_ -1
E=(So+A,SeAl — A, Ab(ApSedl) " ApSyAl)

(A7)

and

P—E—(S; + A, Sy AT-A4,S, AL (A, S, A%) IARSRAIT)A
P,=—EF

P,=—GE

P,=S"!'+ GEF

(A8)
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One can see that

0 0

0 (ARSRAQ) (A9)

lim P=‘

Sp—>>®

This implies that

lim Sp=Sg— Sg-AR(Ag-Sg-A%)" " Sp =Sk

Sym = *

(A10)

which is what wanted to be proven.

Nonredundant Variables. The case of nonredundant vari-
ables is completely equivalent to having redundant variables
with 4, equal zero. Therefore, evaluating S, from Eq. A3
when Ay =0, one obtains

'§NR = '§R|AR:0 =Sygr — SyrAIP1 A4, Sy (Al1)
Now, taking the limit when S, tends to infinity of the last
expression, we can see that the second term which includes
P, goes to zero, and, therefore, Eq. A13 reduces as follows

lim Syg=Syg= SNR (A12)
SO —
Observable Variables. Now, what is left to prove is that the

equation also works for unmeasured variables. For observ-
able variables, the variance is given by the following expres-
sion

So= AROSRAﬁo + ANROSNRAITVRO (A13)
Let us first consider the case when only redundant and ob-
servable variables are present. This means that in Eq. Al3,

Apngro 18 equal zero and Ay, = A4,. Using P, from Eq. A8 in
Eq. A3, one gets

~ -1
So="S0—So(So+ 4,5, AT~ A, S AL (A, SpAL)
X AgSgAT) 'S,

So="50- [s;' +85" (4,5, AT — A, SpAR(AgSpAl) "

ARSRA{)S(;l] o

=58,=50—(855"+55'4,8,47S,")  (Al4)
Looking at Eq. A13 and comparing it with Eq. A14, one can
see that in order to finish the proof, the following needs to
be true
-1 9 ~

= A1SRA{

So—(56"+55'4,8, A1S5") (A15)

However, that is only true if and only if the following is true

(So— A4,SpAT)(So" + S5'4,8, ALS; ! );1

9

I— A SgATS;'4, S, ATS,; " = (A16)

Now, taking the limit when S, tends to infinity of the last
expression, one can see that the second term goes to zero,
and, therefore, the equality holds. This means that, when §,,
tends to infinity, Eq. A15 also holds, and thus

lim S,=4,8,47=S$,

(A17)
Sp—o®

For the case when only nonredundant variables are present,
one only has to evaluate Eq. A17 at Ax =0, similar to what
we did previously to obtain Eq. A12. The general case is when
both nonredundant and redundant variables are present. For
that, split the matrices 4; and SR assuming that some part
will represent nonredundant variables, and another the re-
dundant ones

A,= |AR0 ANRO|
Se O
0 Sk

(A18)

R=

Substituting these expressions in Eq. A17 we finally obtain

lim S, = go = AR0§RA£O + ANRofNRAzTVRo (A19)

S()%:)O

Unobservable Variables. 1In the case of unobservable vari-
ables, the reconciled variance must tend to infinity when the
standard deviation of the instruments of unmeasured vari-
ables is assumed to tend to infinity, that is
& T T\ 1
Spo = s lim (Suo —Svo 'Auo(Auo 'Svo'Auo)
UM - 0

x AUO'SUO) & (=) (A20)

where Sy, is equal to Sy, By doing rearrangements to the
equation of the reconciled variance SUO Svo — Svo *

AV (A0 Spo Abo) 'Ayo* Syo, One can arrive to

Svo=2"Spo"z"

1 (A21)
z= [I_ SUO'A{/o(Auo'SUo'AZO) Avo]

Let us analyze the order of each term of the equation above.
Since Sy, tends to infinity, the terms Sy, -A4%, and (4"
Spo*AL,) ™! tend to infinity and to zero, respectively. Thus,
the overall term Sy A%0(Ayo* Sy A%0) 'Aye has an or-
der of one, and z is also of order one. Finally, by looking at

Syo=2*Sye-z" we can conclude that SUO lim S, also
vo — 0
tends to infinity

S vo — % (A22)
This last result concludes the proof.
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